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Our contributions:

• In this work, we ask a key question:

• 💡 Can we find a more practical, universal attack that works without 

access to the target model?

• The answer is YES! We discover that the high-dimensional text 

embedding space itself contains NSFW concepts, which can be 

exploited to bypass safety filters. This leads to our method:

📌 Jailbreaking Prompt Attack (JPA), a fully automated and efficient 

attack that breaks through safety measures in both open-source and 

closed-source T2I models.

Motivation
Key idea: Key Insight: The high-dimensional text embedding space 
inherently contains NSFW concepts that can be leveraged to bypass 
safety filters !

Method

Sensitive words list.

III. Consine Similarity
Loss.

Result1. What is the existing problem?

2. The  images bypass safety filters which are generted by JPA.

1. The Concept Rendering Process in text embedding space.

Fig 1: The process of JPA

-Prefix Optimization in Discrete Space

-Semantic Similarity Loss.

Online services Attack Results:

IV. Discrete Optimization.

Experiments
The performance of attack methods on the "nudity" concept is evaluated under ASR and FID.

Execution time of different attack methods (the lower the better). (×) indicates a

multiplier of JPA.

Ablation study on λ  Ablation study on different encoders

Text-to-image models have become incredibly powerful, but they 

also introduce safety risks. Some users attempt to generate 

harmful content, including NSFW, misleading, or unfaithful 

images. While previous attacks exist, they either require direct 

access to the model or involve a slow optimization process.

Core Idea:
.

• No need for target model access → A universal attack.

• Leverages text embedding space → Finds malicious concepts hidden in 

high-dimensional space

The image fiedility results of JPA and other attack methods.

-Concept Rendering

II.Render Process.

I. Rendering Words List.

DIffusion with Defense Methods:

Fig 2: The mapping in ebedding 
space and image generation space

Two-Stage Attack Process:

Stage 1: Concept Rendering  and Semantic 

Similarity Loss：Searching for Malicious Concepts

• Uses ChatGPT to generate antonyms of safe 

words.

• Maps these antonyms to the text embedding 

space to locate NSFW-related regions.

Stage 2: Prefix Optimization in Discrete Space

• Optimizes a prefix prompt in vocabulary space 

to align semantically with malicious concepts.

• Introduces gradient masking with soft 

assignment to enable optimization in the 

discrete space.


